MPABUTEJIbCTBO POCCUNCKOW ®EOEPALIN

MOCTAHOBJIEHVE
oT 15 ceHTs10psa 2008 r. N 687

OB YTBEPXOEHWN NONOXXEHUA
OB OCOBEHHOCTAX OBPABEOTKN NMEPCOHAINBHbBLIX JAHHbBIX,
OCYLLECTBNAEMOW BE3 UCMONb30BAHKA
CPEACTB ABTOMATU3ALINKA

B uenax peanusaumm PepepanbHoro 3akoHa "O nepcoHanbHbIX AaHHbIX" [1paBuMTENbLCTBO
Poccuickon denepaumm nocTaHOBNSAET:

1. YTBepauTb npunaraemoe [lonoxeHne o6 ocobGeHHOCTAX 0OpaboTKM nepcoHarnbHbIX AaHHbIX,
OCYLLIeCTBNsieMOM 6e3 UCnonb30BaHUSA CpeACTB aBTOMaTU3auun.

2. ®epepanbHbiM OpraHamMm MCMOSTHUTENbHOW BACTU B MECSYHbIA CPOK NMPUBECTU CBOM aKTbl MO
BornpocaMm o00paboTKM NepcoHarnbHbIX [daHHbIX, OcCyllecTBnsieMon 6e3 ucnonb3oBaHUSA CpeacTB
aBTOMaTmM3aLuKn, B COOTBETCTBME C HAcTosLW MM [TocTaHOBNEHMEM.

3. Hactosiwee [MoctaHoBneHne BCTynaet B CUMY MO WUCTEYEHUM OOHOIMO Mecsila CO OHSA ero
odulmnanbHOro onybnmkoBaHms.

Mpencenatens MNpaBuTenscTBa
Poccuiickon ®eaepaunn
B.MYTWH

YTBEpPXKOEHO

MocTaHoBneHvem lMpaButenscTea
Poccuiickon ®eaepauun

oT 15 ceHTs6ps 2008 r. N 687

MONOXXEHWE
OB OCOBEHHOCTAX OBPABEOTKN NMEPCOHAIBHbBLIX JAHHbBIX,
OCYLLECTBNAEMOW BE3 UCMOMb30BAHKA
CPEOCTB ABTOMATU3ALINKA

|. ObLwue nonoxeHus

1. O6paboTka nepcoHanbHbIX AaHHblX, COAepXaluxcd B WHPOPMALMOHHON CUcTeEMEe
nepcoHanbHbIX AaHHbIX NMOO0 W3BMEYEHHbIX U3 TakOW CUCTEMbl (Janee - nepcoHanbHble AaHHbIe),
cunTaeTcs ocyllecTBreHHon 6e3 Mcnonb3oBaHusA cpedcTB aBTomMaTu3auuy (HeaBTOMaTU3UPOBAHHOWN),
€Crnun Takne OeNCTBUSA C NepcoHanbHbIMKU OAaHHLIMU, Kak UCMOMb30BaHMe, YyTOYHEHNe, pacnpocTpaHeHne,
YHUUTOXEHNE MNEepPCOHalNbHbIX AaHHbIX B OTHOLIEHWM KaXXOOro M3 CyObeKTOB NepCoHarbHbIX OaHHbIX,
OCYLLIECTBISAOTCSA NPY HENOCPEACTBEHHOM y4acTuUM YenoBeka.

2. O6paboTka nepcoHarnbHbIX [aHHbIX He MOXeT ObiTb NpuU3HaHa OCYLLECTBNAEMOA C
MCMonb3oBaHWEM CPeACTB aBTOMAaTM3auuy TONMbKO HAa TOM OCHOBAaHWW, YTO MNepcoHaribHble AaHHble
cogepxaTtcsi B MH(DOPMaLMOHHON CUCTeMe NEePCOHaNbHbIX AaHHbIX MO0 OblNn M3BNEYeHbI U3 Hee.

3. MNpaBuna o6paboTkn nepcoHanbHbIX AaHHbIX, OCYLLeCTBNseMon 6e3 MCNnofb30BaHUs CPeacTB
aBTOMaTtusaumu, YCTaHOBIMEHHble HOPMAaTUBHbIMW MPaBOBbIMKM akTaMu deaepanbHbiX  OpraHoB
WCMNOMHMTENBbHOW BMacTW, OpraHoOB MCMOMHWUTENbHOW Bnactu cybbekToB Poccuiickon Pegepauun, a
TaKke INoKanbHbIMW NPAaBOBbIMU akTaMu OpraHum3auun, OOIDKHbI MPUMEHSTLCA C ydyeTom TpeboBaHui
HacTtoswero MonoxxerHus.

[I. OcobeHHOCTM opraHu3aumm
06paboTKM NepcoHarnbHbIX AaHHbIX, OCYLLLECTBIISIEMOM
6e3 1Ucnonb3oBaHWs cpeacTB aBToMaTU3aLUm

4. lNMepcoHanbHble OaHHble nNpu Mx 0b6paboTke, ocyllecTBnsieMon 6e3 MCNoMnb30oBaHMS CPeacTs
aBToMaTM3aumu, OOMKHbl 060COBNATLCA OT MHOM MHAOPMAaLUKW, B YACTHOCTU MyTeMm pukcaumm Mx Ha



OTAENbHbIX MaTepuanbHbIX HOCUTENAX MepcoHarnbHbIX AaHHbIX (Qanee - matepuarnbHble HOCUTENW), B
cneumanbHbIX pasgenax unu Ha nonsix opm (6raHkoB).

5. Tpn dukcaumm nepcoHanbHbIX AaHHbIX Ha MaTepuarnbHbIX HOCUTENsX He [onyckaeTcs
duKcauma Ha OOHOM MaTepuarnibHOM HOCUTENe MepCOoHarnbHbIX AaHHbIX, Uenu obpaboTKM KOTOpbIX
3aBejOMO He coBMeCTUMbl. [nsi 00paboTkM pasnUyHbIX KaTeropum MepcoHanbHbIX AaHHbIX,
ocyuiecTnsiemon 6e3 ncnonb3oBaHUsA cpeacTB aBToOMaTU3aLmu, Anst KaX4OoN KaTeropum nepcoHarnbHbIX
AaHHbIX AOMMKEH NCMOMb30BaTbCA OTAENbHbIA MaTepuanbHbI HOCUTENb.

6. Jluua, ocywecTtengawwme obpaboTky nepcoHanbHbIX AaHHbIX 6e3 MCnonb30BaHUA CpeacTs
aBToMaTusauum (B TOM Yncrie COTPYOHWKN OpraHM3aumm-oneparopa unv nuua, ocyLecTBRASIoWme Takyto
06paboTKy No AOroBopy C onepaTopomMm), OOMKHbI OblTb NPOMHGOPMUPOBaHBLI O hakTe 06paboTkn MU
nepcoHanbHbIX AaHHbIX, 06paboTka KOTOPbIX OCYLLECTBAETCS onepaTopoM 6e3 NCnonbL30BaHNA CPeacTB
aBToMaTusauun, kateropusax obpabaTbiBaeMblX NepcoHanbHbIX AaHHbIX, a Takke 06 OCOBEeHHOCTAX U
npaBumax OCYLLECTBNEHNS Takon 00paboTKkn, YCTAHOBMEHHbIX HOPMAaTMBHLIMU MPABOBbLIMU aKTamu
denepanbHbIX OPraHoB WCMOMHUTENbHOW BracTW, OPraHoB WCMOSNHUTENbHOW BracTm CyObLEKTOB
Poccuiickon ®egepaunn, a Takke NnokanbHbIMW NPABOBLIMM akTamMu opraHnsauum (Mpy ux Hanuyium).

7. lpu wncnonb3oBaHMU TUMOBbLIX (OPM LOKYMEHTOB, Xapaktep WHGOpMauumM B KOTOPbIX
npegnonaraeT uUnu OOMNycKaeT BKIOYEHUE B HUX MEPCOHarbHbIX AaHHbIX (danee - Tunosasa copma),
OOMKHbI cCObNoaaThCs CriefyoLne yCroBus:

a) Tunosas popma unnu CBA3aHHbIE C HEN AOKYMEHTbl (MHCTPYKUWS MO €€ 3anofHEeHUI0, KapTouKy,
peecTpbl M XypHarnbl) AOIPKHbI COAepXaTb CBeAeHUs O uenu obpaboTkM nepcoHanbHbIX OaHHbIX,
ocyuwiecTBnsemon ©6e3 MCNONb30BaHUA CpeacTB asToOMaTu3auuu, MMs (HaMMmeHoBaHMe) u agpec
onepaTopa, hamunuio, UMsi, OTYECTBO U agpec cybbekTa nepcoHanbHbIX AaHHbIX, UICTOYHUK NOMyYeHNs
nepcoHanbHbIX  AaHHbIX, CPOKM 0BpaboTkM nepcoHanbHbIX AaHHbIX, NepeyeHb OEeWCTBUA C
nepcoHanbHbIMM AaHHbIMU, KOTOpble OyayT coBepliatbCcs B npolecce mx obpaboTkm, obuiee onucaHue
MCMNonb3yeMbiX ONepaTopomM cnocoboB 06paboTky NepcoHarnbHbIX AAHHbBIX;

6) TMnoBasa chopma goSKHa NpegycMaTpuBaTh Mofe, B KOTOPOM CYOBbEKT NMepcoHarnbHbIX AaHHbIX
MOXET MOCTaBUTb OTMETKY O CBOEM corflacum Ha obpaboTKy nepcoHarnbHbIX AaHHbIX, OCYLLECTBIISAEMYIO
0e3 ncnonb3oBaHWst CPeAcTB aBTOMaTU3aL MK, - NPY HEOOXOAMMOCTU NOMYyYEHNUsI MMCbMEHHOIO cornacus
Ha 06paboTKy NepcoHanbHbIX AaHHBbIX;

B) TMnoBas dopma AormkHa OblTb cOocTaBneHa Takum obpas3om, 4YTOoObl kaxabli u3 CybbekToB
nepcoHanbHbIX OaHHbIX, COAepXaluxcs B AOKYMEHTE, MMern BO3MOXHOCTb O3HaKOMUTbCH CO CBOMMM
nepcoHanbHbIMW AaHHLIMU, COAEPXKALLUMMUCS B OOKYMEHTE, He Hapyllas npas M 3aKOHHbIX UHTEPeCcoB
WHbIX CYyObEKTOB NepCOHarbHbIX OaHHbIX;

r) TunoBasi choopmMa AOMKHa ucknyatb obbeguHeHne nonen, npegHasHadeHHbIX ANS BHECeHus
nepcoHanbHbIX AaHHbIX, Lenm 06paboTkM KOTOPbIX 3aB€AOMO HE COBMECTUMBI.

8. Mpun BegeHMM xxypHanoB (PeecTpoB, KHUI), coOepXallmMx nepcoHasnbHble AaHHble, HeobxoanMble
Ansi OQHOKPATHOro Npomnycka cydbekTa NepcoHarnbHbIX AAHHLIX HA TEPPUTOPUID, HA KOTOPOW HaxoauTcs
onepaTop, WU B MHbIX aHaNoOrMYHbIX LEeNsx, AOMKHbI COOMNAaThCA CreayoLne YCroBus:

a) HeobxoOAMMOCTb BeAEHUsl TaKoro XypHamna (peecTpa, KHWrM) AomkHa ObiTb npegycMoTpeHa
aKTOM ornepaTopa, COAepXalum CBedeHMs o uenu o6paboTkm nepcoHanbHbIX — AaHHbIX,
ocyuwiecTtensemon 6e3 MCMonb3oBaHUS CPeACTB aBToOMaTM3auun, crnocodbl dukcaumm U cocTaB
UHdopmaumm, 3anpalimsaemMon y CybbeKkToB NepcoHanbHbIX AaHHbLIX, MepeyeHb NuL (MOMMEHHO unu no
AOMKHOCTAM), MMeLWMUX [OCTyn K maTepuanbHbiM HOCUTENsIM U OTBETCTBEHHbIX 3a BedeHue u
COXPaHHOCTb XypHana (peecTtpa, KHUrn), cpokn obpaboTkm NepcoHanbHbIX OaHHbIX, @ TaKKe CBEAEHMUS O
nopsigke npomnycka cydbekTa nepcoHanbHbIX AaHHbIX Ha TEPPUTOPUIO, HAa KOTOPOW HaxoAamMTCs onepaTop,
0e3 noaTBepXKAEeHWs NOANMMHHOCTU MEePCOHanbHbIX AaHHbIX, COOBLIEHHbIX CYyOBEKTOM MepCOHanbHbIX
AaHHbIX;

6) KonmupoBaHWE coaepXallencss B TakKuMX >KypHanax (peecTpax, KHuWrax) uHdopmMauum He
JonyckaeTcs;

B) NMepcoHasnbHble AaHHble Kaaoro cyobekTa nepcoHasnbHbIX OAaHHbIX MOTYT 3aHOCUTBLCS B TakoWn
XypHan (KHury, peecTtp) He Gonee ogHOro pasa B KaXZoOM criydae nponycka cybbekta nepcoHarnbHbIX
AaHHbIX HA TEPPUTOPUIO, HA KOTOPOW HaxoauTCsl onepaTop.

9. NMpun HecoBmecTUMOCTH Lenen 06paboTkn NepcoHanbHbIX AaHHbIX, 3aMKCUPOBAHHBLIX HA OAHOM
MaTepuanbHOM HocuTerne, ecnv maTtepuanbHbll HOCUTENb He MO3BOMSeT OCYLeCTBNATb 06paboTky
nepcoHanbHbIX AaHHbIX OTAENbHO OT APYrMX 3adMKCUPOBAHHBIX HA TOM e HOCuTene MnepcoHasnbHbIX
AaHHbIX, OOMKHblI ObITb MNPUHATBI Mepbl MO obecneveHuto pasgensHoOn 06paboTkn nepcoHanbHbIX
AaHHbIX, B YACTHOCTW:

a) npy HeobxoOMMOCTU MCMONb3OBaHUSA WM PacnpOCTPaHEHUs ONpedernieHHbIX NepCOoHaNbHbIX
AaHHbIX OTAENbHO OT HAXOASLIMXCSA Ha TOM e MaTepuanbHOM HOCUTENE APYrMX NepCoHanbHbIX AaHHbIX
OCYLLECTBMAETCA KOMMPOBAHWE MNEPCOHANbHbIX AaHHbIX, Mogfexawmx pacrnpoCTPaHEHUD UMK
NCMNOMb30BaHMIO, CMNOCOBOM, UCKMOYaLWMM O4HOBPEMEHHOE KOMMPOBaHWE NePCOHarnbHbIX OAHHbIX, He
noanexalumx pacnpocTpaHEeHUI0 U UCMOMb30BaHWIO, W UCMONb3yeTcs (pacnpocTpaHaeTcsl) Konus
nepcoHanbHbIX AaHHbIX;



0) npuM HeOoOXOOUMOCTM YHUUTOXKEHMS WU OFIOKMPOBAHMSA YacTM MEPCOHArbHbIX OaHHbIX
YHUUTOXaeTCqd unm  BrnokvpyeTca MaTtepuanbHbIl HOCUTENb C NpedBapuTenbHbIM  KOMUPOBaHWEM
CBeAEeHVI, He MNoanexawmx YHUYTOXKEHWO unum  OnokupoBaHuio, CrnocoboM,  UCKIYaLWwnm
O[HOBpPEMEHHOE KOMMPOBaHME NEePCOHArbHbIX AaHHbIX, NOANEXaLUMX YHUYTOXEHUIO UM BNIOKMPOBaHMIO.

10. YHu4TOXEHME unu obesnuyMBaHMe 4acTu MepCoHasnbHbIX AaHHbIX, €CNM 3TO AOMyCKaeTCs
MaTepuanbHbIM HOCUTENEM, MOXET NPOU3BOAUTLCS CNOCOBOM, UCKMoYaLWUM AarnbHenwyo 06paboTky
3TMX NEepPCoHarnbHbIX JAHHbLIX C COXpPaHEHWEM BO3MOXHOCTU 06paboTKM MHbIX AaHHbIX, 3a(MKCUPOBAHHBLIX
Ha MaTepuanbHOM HocuTene (yoaneHue, BbiMapbiBaHWeE).

11. MNMpaBuna, npegycMoTpeHHble nyHkTaMmy 9 n 10 HacToswero MNonoxeHus, NPUMEHSATCH Takke
B crnyyae, ecnu Heobxogumo obecneunTb pasgencHylo 06paboTky 3adMKCUPOBAHHBIX Ha OLHOM
MaTepuanbHOM HOCUTENe MepcoHarnbHbIX AaHHLIX U UMHGOPMaUMK, He ABMSIOLWENCA NepcoHanbHbIMU
AaHHbIMN.

12. YTOYHEHVe nepcoHasnbHbIX OaHHbIX MPU OCYyLLEeCcTBNeHMn nx obpaboTku 6e3 mcnonb3oBaHus
cpencTe aBToMaTusaumu NponsBoanTCA NyteM OBHOBNEHUS] NN M3MEHEHUS JaHHbIX HA MaTepuanbHOM
HocuTene, a ecnu 3TO He JOMycKaeTCsl TEXHWYECKUMU OCODEHHOCTAMM MatepuanbHOro Hocwutens, -
nytem ukcaLmn Ha TOM XXe MaTepuaribHOM HOCUTENE CBEAEHUN O BHOCMMbIX B HUX U3MEHEHUsIX NMbo
nyTEM M3roTOBIIEHMS HOBOrO MaTepuarnbHOro HOCUTENS C YTOYHEHHBIMM NEPCOHANbHBIMU AaHHBIMM.

[ll. Mepbl no obecneyeHmnio 6es3onacHOCTU
nepcoHanbHbIX AaHHbIX NpK nx 06paboTke, ocyLecTBNSeMon
6e3 ncnonb3oBaHUsA CpeacTB aBTomMmaTM3aunm

13. OGpaboTka nepcoHanbHbIX [OaHHbIX, OcyllecTBnsgemass 6e3 ucnonb3oBaHWUs CpeacTs
aBTOMaTU3aLMKN, AOMKHA OCYLLECTBNATLCA TakuM obpa3om, YTOObl B OTHOLUEHUWM KaXOoOW KaTeropuu
nepcoHanbHbIX OaHHbIX MOXHO ObIlflo onpegenuTb MecTa XpaHEeHUst MNepCcoHanbHbIX —OaHHbIX
(MaTepmanbHbIX HOCUTENEWN) U YCTAHOBUTb NEPEYEHb 1L, OCYLLECTBNAIOWMX 06paboTKy NnepcoHanbHbIX
AaHHbIX MO0 UMEILLUX K HAM JOCTYM.

14. Heobxoanmo obecneuymBaTb pasfenbHOE XpaHEHUE MEepCoHarbHbIX OaHHbLIX (MaTepuanbHbIX
HocuTenen), obpaboTka KOTOPbIX OCYLLECTBMAAETCA B Pa3fmyHbIX LEnsiX.

15. MNpwu xpaHeHUn maTepunanbHbiX HOCUTENEN AOMKHbI cobnogaTbecsa ycrnosus, obecneymsarowme
COXPaHHOCTb NepPCOHanbHbIX AAHHbLIX U UCKMYaoLWMe HeCaHKUMOHNPOBAHHbIA K HAM AocTyn. [NepeyeHb
Mep, HeobXxoaMMbIX Ans obecneyvyeHns Takmx YCroBuUW, MOPSAOK MX MPUHATUSA, a Takke nepeyeHb nuu,
OTBETCTBEHHbIX 3a peanu3auuto ykazaHHbIX Mep, yCTaHaBN1BaloTCsa onepaTopomM.




